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Approach
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( College of Electronic and Communication Engineering, Kashgar University, Kashgar, Xinjiang 844000 )

Abstract: The large—scale deployment of the Industrial Internet of Things ( IIoT ) generates massive sensitive
network traffic data and faces increasingly sophisticated cyber threats. Traditional centralized anomaly detection
suffers from high communication overhead and privacy leakage risks. Although Federated Learning ( FL ) protects
data privacy, standard FedAvg remains fragile under Byzantine model poisoning. This paper proposes a Robust
Federated Autoencoder ( RFAE ) framework: MLP-based deep autoencoders are deployed on edge clients for
unsupervised anomaly detection, and candidate thresholds are constructed from validation—set statistics and quantiles
of normal traffic; on the server side, a two—stage robust aggregation strategy first applies one—sided filtering with a
Krum-style reference direction and global cosine similarity, and then performs coordinate—wise trimmed mean on
the retained updates, jointly suppressing Byzantine poisoning from both directional and magnitude perspectives.
Experiments on the real-world TON_IoT dataset show that, under a 40% Byzantine attack, FedAvg drops to an
Fl-score of 0.056, while Krum and Trimmed Mean maintain Fl-scores of 0.869 and 0.871, respectively, and the
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proposed method reaches 0.841. Supplemental logs for the 20% attack setting further indicate that the current two—

stage strategy suppresses sign—flip updates effectively but still has limited discrimination against concealed LIE-

style updates. The results show that robust aggregation is a key determinant of IToT federated anomaly detection

performance, with clear trade—offs across attack intensities.

Key words: Industrial Internet of Things; Federated Learning; Anomaly Detection; Autoencoder; Byzantine

Robust Aggregation; Model Poisoning Attack
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